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Nowadays ligthweight ciphers are compromised
Hitag2 KeeLoq Crypto1

BROKEN! BROKEN! BROKEN!
Replacement must satisfy very strong design constrains

on area and power consumption.

PRESENT cipher

• New lightweight cipher (CHES 2007)

• Symmetric block cipher — 64 bit blocks

• 80 bit or 128 bit key, 31 rounds
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Can PRESENT be compromised, too?

?

COPACOBANA

• Cost-Optimized Parallel Code Breaker

• High-performance, low-cost FPGA cluster

• 120 × Xilinx Spartan-3 1000

• Breaks DES (6.4 days), Hitag2 (1 hour), ...

2.1 An Optimal Architecture to Break Ciphers

All targeted algorithms (see Section 3) have the following common characteristics: First, the
computational expensive operations are parallelizable. Secondly, single parallel instances do not
need to communicate with each other. Thirdly, the overall communication overhead is low, driven
by the fact that the computation phase heavily outweighs the data input and output phases.
In fact, computation time dominates compared to the time for data input or output. Ideally,
communication is almost exclusively used for initialization and reporting of results. A central
control instance for the communication can easily be accomplished by a conventional (low-cost)
PC, connected to the instances by a simple interface. No high-speed communication interface
is required. Forthly, all presented algorithms and their corresponding implementations call for
very little memory. As a consequence, the available memory on contemporary low-cost FPGAs
such as the Xilinx Spartan3 is sufficient.

2.2 Realization of COPACOBANA

Recapitulating, the Cost-Optimized Parallel Code Breaker (COPACOBANA) fitting our needs
consists of many independent low-cost FPGAs, connected to a host-PC via a standard interface,
e.g., USB or Ethernet. Furthermore, such a standard interface allows to easily extend a host-PC
with more than one COPACOBANA device. The initialization of FPGAs, the control, and the
accumulation of results is done by the host. Since the cryptanalytical applications demand for
plenty of computing power, the targeted platform aggregates up to 120 FPGAs (Spartan3-1000).
Building a system of such a dimension with commercially available FPGA boards is certainly
feasible, but comes with a cost penality. Hence we decided to design, layout, and build our
own hardware. We considered several different design options. Our cost-performance optimized
design became only feasible by strictly restricting all functionality to those directly necessary for
code breaking, and to make several design choices based on readily available components and
interfaces. The design of COPACOBANA is depicted in Figure 1 and consists of

Fig. 1. Architecture of COPACOBANA
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– FPGA modules for the actual implementation of the presented hardware architectures,
– a backplane, connecting all FPGA modules to a common data bus, address bus, and power

supply,
– and a controller card, connecting the data bus and address bus to a host-PC via USB.

Design

• VHDL, Xilinx ISE 11.5, brute-force approach

• 3 types of core tested: simple, pipelined and serial

• Search space→ key subspaces — good scalability

simple core pipelined core serial core
size 270 kGE 450 kGE 20 kGE

chip space 27% 45% 2%
critical path 83.3 ns 4.4 ns 5.9 ns

maximal frequency 12 MHz 227 MHz 170 MHz
speed F 1 1 FF 1/32

throughput 0.77 Gbit/s 14.53 Gbit/s 0.34 Gbit/s
maximum cores on chip 3 2 50

chip throughput 2.31 Gbit/s 29.06 Gbit/s 17 Gbit/s
F results computed in each cycle
FF with 31 cycles of setup delay (without results)

Design overview

Mask
[CW]

StartKey

[80]

Counter
[CW]

Counter
Small
[6]

PRESENT
core

Comparator
[64]

FSM

computed

cipherText

cipherText
plainText

data

eureka

control control value

key

CoreTop0

CoreTop1

Reseting

Logic

Command

Logic

Status
Output

Logic

PlainText

[64]

CipherText

[64]

status0

status1

key1

key0

output

data

FPGA

busWrapper

cracker

coreTop0

core

coreTop1

core

Results

• 2 pipelined cores in FPGA⇒ 240 cores in COPACOBANA

• 100 MHz clock⇒ 24 billion keys per second

• 80 bit key⇒ 800 000 COPACOBANA-years on average

× ⇒

800 000
COPACOBANAs 1 year FREE RIDE!

Conclusions
• 800 000 COPACOBANAs ≈ GDP of Mongolia

• PRESENT is a good solution for lightweight cryptography
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