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Abstract—This paper presents a method how to reduce safety
models based on Markov chains. The safety model is used to
calculate the probability and rate of an event leading to the
hazard state — situation, where safety of a modeled system is
violated, so the system may cause material loss or mortality. The
reduction method allows us to prove that the rate of the event is
sufficiently small hence the hazard state may be neglected. The
real safety model of railway station signaling and interlocking
equipments is used as a case study.

I. INTRODUCTION

We design railway equipment systems based on Field Pro-
grammable Gate Arrays (FPGAs) composed of cooperating
modules at our department. [1], [2], [3]

FPGA-based systems are sensitive to many effects that can
change their programmed function. [4] These changes are most
unwelcome in systems, where the material loss or mortality
can be caused because of their failure. The improvement
of dependability parameters of a final design is required to
minimize the impact of such effects.

The dependability of a system is the ability to avoid service
failures (situation when the delivered service deviates from
correct service) that are more frequent and more severe than
is acceptable. [5]

Dependability is an integrating concept that includes Safety,
Avalilability, Reliability, Integrity and Maintainability. We fo-
cus on Safety parameter in this paper. Safety is defined as
absence of catastrophic consequences on the user(s) and the
environment. [5]

One of the most important design techniques allowing
improvement of dependability is redundancy. We focus on
hardware redundancy made by replication of hardware in
this paper, but there are other redundancy techniques like
information, time, software redundancy etc. [6]

We also need to prove that the final design using selected
redundancy technique meets dependability requirements given
by the Czech Technical Standard CSN 50129 [7] in accordance
with the European Standard EN 50129:2003 [8].

These standards are focused on railway equipment systems
classified as the safety-critical systems. These standards de-
fine that safety-critical railway equipment systems must meet
Safety Integrity Level (SIL) 4. SIL 4 means that any event
whose rate is higher than 10~® per hour must be taken

into account during the dependability calculations. Any event
whose rate is lower than 10~® per hour may be omitted safely.

If an event causes a situation where safety of a system is
violated, it will be called hazard event. A rate of a hazard
event is called hazard rate.

Safety models based on Markov chains are designed to
calculate a hazard rate of a system. This paper presents a
method of reducing safety models that allows us to reduce
the models, so they contain one transition with one hazard
rate only. The transition corresponds to hazard event of the
system.

The proposed reduction method allows us to

1) calculate Safety Integrity Level (SIL) (Top-level model
reduction),

2) determine, whether the hazard event can be toler-
ated/omitted safely (The hazard rate is lower than a limit
value specified by SIL.).

The drawback of the reduction is the loss of accuracy.
Accuracy is not crucial in our case, but we must prove,
that inaccurate hazard rate calculated from reduced model is
pessimistic. In other words, we must prove that the real system
will be safer than the system modeled by reduced model.

The proposed reduction method is used to determine hazard
rate of a case study system containing two modules in this
paper.

The paper is organized as follows: Section II introduces ab-
sorbing Markov chains and basic reliability functions. Section
IIT shows the safety model reduction process. The reduction
procedure is applied on the case study system in Section IV.
Section V concludes the paper.

II. THEORETICAL BACKGROUND

The presented reduction method is intended for absorbing
Markov chains. [9] Absorbing Markov chain contains hazard
(absorbing) and non-hazard states. Hazard states represent
situations where safety of a system is violated. There are paths
from each non-hazard state leading to a hazard state and there
are no paths leading from a hazard state to a non-hazard state.

The reduction uses failure distribution function in its final
step. Failure distribution function F'(t) is a complementary
function of reliability function. Reliability function R(%) is a
probability that the system will perform its intended function



under specified design limits from time O until time ¢ at least.
[51, [10]

The mathematical definition of a hazard rate is that the
hazard rate Agq.qrq 1S a constant failure rate. Failure rate
f(t) is a conditional probability of failure density function.
The condition is that the failure has not occurred until time t.
[10]

Mean Time To Failure (MTTF) is mean time until a failure
of a system. [10] MTTF is given by

MTTF:/OOtf(t)dt:/OOR(t) at )
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Consider the exponential distribution where reliability func-
tion is given by

R(t) — e AMHazardl

then MTTF is
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Absorbing Markov chain may be used to calculate MTTF
of a system. MTTF is calculated by applying the Laplace
transform over the differential equation system derived from
the Markov chain. The method of generating of the differential
equation system and the method of calculation of MTTF using
the Laplace transform are described in [11].

III. REDUCTION OF SAFETY MODELS

The reduction of the safety model is made by joining all
non-hazard states into a single reduced state as shown in
Fig. 1. Any non-renewable safety model can be reduced using
this procedure to the same reduced model shown in Fig. 1.
The hazard states correspond to each other, the indices “E”
(Exact model) and ”"R” (Reduced model) are used in further
calculations to distinguish among them. The reduced model
also contains hazard rate \pg,.q.-q¢ that has to be calculated.

The reduction is valid when the main requirement is met.
The main requirement is that the failure distribution function
Fgr(t) of reduced model must be greater than the failure
distribution function F'g(t) of exact model all the time.

The reduction is made as follows:

1) Calculate MTTF of system using Laplace transformation
over the differential equation system derived from the
Markov chain.

2) Use MTTF to obtain estimation of A\f4.qrq USing equa-
tion (2) from Section II. Equation (2) can be used,
because reliability function of the reduced model has
the exponential distribution.

3) Calculate the failure distribution function Fg(t) of the
exact model.

4) Make correction of Apg.qrq to satisfy the main re-
quirement. The correction coefficient k& is used during
correction. It is incremented by 0.1, but any positive
increment can be used. The lower value of increment
leads to more accurate result, but it increases the number
of iterations.

( All non-hazard states

HazardR

Fig. 1.

Ilustrative example of safety model reduction.

The correction algorithm:

k = 1;

F_R(t) =1 - e” (- lambda_Hazard * t)
while (main requirement not met) {

k =k + 0.1;

lambda_Hazard_Corrected =
k * lambda_Hazard;
F_R(t) =1 -
e” (- lambda_Hazard_Corrected * t);

IV. CASE STUDY SYSTEM
A. System Description

The Two-out-of-two system (2002) is a system containing
two independent functional parts that meets the following
requirements:

o The safety of the system cannot be violated by a single
fault in the system.

e Two faults will never occur in the system at the same
time.

e Assuming a fault occurs in one module, the redundant
module is able to lock the system into a safe state, so
that a possible future fault will not cause a hazard state.
Safe state is considered as the situation where the system
is not operational, but the safety is not violated (e.g. all
lights are red and traffic is operated by human operator).

 If the second fault occurs before the redundant module
locks the system, the safety of the system may be
violated. This double-fault situation is considered as the
hazard state.
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Fig. 2. Markov chain of the Two-out-of-two system used to calculate the

exact-model failure distribution function.

This model is currently used as a safety model of the railway
station signaling and interlocking equipments [12].

B. Exact Safety Model

The model shown in Fig. 2 is used to calculate the
exact-model failure distribution function Fg(t) of the
Two-out-of-two (2002) system.

The description of the states and the arcs in Fig. 2:

o Fault_Free — the functional/fault-free state of the sys-
tem

o Latent — the system contains a fault that has not been
detected yet

e Not_Detect — the system failed to detect the first fault

e Safety — the fault has been detected — the system is
locked in the safe state

e Hazardp — the second fault has appeared — the hazard
state

e 2 )\ — the fault rate of the first fault (the fault can affect
two functional parts)

e (1 —c¢)d — the self-test rate (§) combined with the
probability that the fault is not detected (1 — ¢)

e 0 — the self-test rate (§) combined with the probability
that the fault is detected (c)

o 1 — the repair rate

o A — the rate of the second fault affecting the unaffected
functional part. (The second fault hit inside already
affected functional part cannot cause a hazard, because
the second functional part works correctly.)

e 7y — the human operator’s hazard behavior rate. (This rate
should be included into the safety analysis if a more
complex analysis needs to be done.)

C. Reduced Model Parameter Calculation

The reduced model of the 2002 system is the same as shown
in illustrative example in Fig. 1.

The steps of reduction corresponds to algorithm shown in
Section IIL

1) Calculate MTTF:
a) Generate system of differential equations:

Prauts_rree(t) = Psafety(t) 1t — PRauit_rree(t) 2
Pratent(t) = PRault_Free(t) 2A—
DPratent(t) (1 —¢) 0+ cd+ N)
PNot_Detect(t) = PLatent (t) (1 — ¢) 6—
PNot_Detect (1) A
p/Safety(t) = PLatent(t) €6 — Psafety(t) (1 +7)
p/HazaTdE (t) = Psafety(t) ¥ + Pratent(t) A+
PNot_Detect (1) A
PFault_Free(0) =1
PrLatent(0) = PNot_petect (0) = 0
PSafety(0) = PHazardy (0) =0
b) Use Laplace transformation to calculate MTTF.
2) Use equation (2) from Section II to calculate estimation
of Agazard:
2A(YO+ A +o0p—codpu+ Ap)
6+ N (v+p)—2cd(y—A+p)
3) Solve system of differential equations generated in the

first step using any analytic or numeric method.
4) Make correction.!

D. Results

The probability of the detection of a fault, the fault rate,
the self-test rate of the case study system form the following
parameters values. The values have been taken from [13]. All
rates are per hour.

p = 241 — the repair rate

A = 107> — the fault rate

d = 107! — the self-test rate

c¢ = 0.6 — the probability of detecting a fault by the
self-test

7 = 1072 — the human operator’s hazard behavior rate

These values and the equation (3) shown in Section IV-C
form up the estimated value of A\rrq.qrd:

Aazard = 4.6 x 1076

3)

)\Hazard = 3

The plot shown in Fig. 3 shows the exact-model failure dis-
tribution function, the reduced failure distribution function and
the reduced failure distribution function using the corrected
value of Apazard Corrected- The horizontal axis represents
the time run measured in hours, the vertical axis represents
failure distribution function. The dashed line represents the
exact-model failure distribution function, the dot-dashed line
represents the reduced failure distribution function. The area,
where the exact-model failure distribution function is greater
than the reduced failure distribution function, is highlighted
by grey coloring. The solid line represents reduced failure
distribution function using corrected value Axgzqrd_Corrected-

ICorrection requires all rates used in the exact safety model to be specified.
Full specification and correction is done in the following section (Section
IV-D).
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Fig. 3. Exact-model and reduced failure distribution functions of Two-out-

of-two system.

As you can see, there is the area, where exact-model failure
distribution function is greater than reduced failure distribution
function. The correction of the estimated value of Agq.qrd 1S
necessary in such case.

The correction constant £ = 1.7 is sufficient in this case
(see iteration algorithm in Section III), so the corrected value
of )\H azard is

)\Hazard_Cor'r'ected =T7.82 x 1076

The estimated rate of a double fault of the system exceeds
1078, so a double fault event cannot be neglected in this case.
This system does not meet SIL 4, thus it cannot be used in
safety-critical railway equipment.

Two-out-of-two system can be integrated to a complex
system as a module. If the complex system uses another
redundant module, the rate of a double fault will decrease
and the complex system will meet SIL 4.

V. CONCLUSIONS

The proposed method of reduction of safety models based
on Markov chains can be used to calculate hazard rate — rate of
hazard event that will lead to situation situations where safety
of a system is violated. The reduction is intended for any safety
model — absorbing Markov chain satisfying the conditions
mentioned in Section II. The estimation is especially useful
when it allows us to prove that the hazard rate of a system
is low enough to meet Safety Integrity Level requirements, so
a hazard event may be neglected in the further models and
calculations.

The hazard rates of reduced models are also useable in
hierarchical safety models that are currently developed at our
department. Hierarchical models use multiple linked models to
reflect a structure of a system. Multi-level hierarchy may be
used to describe multiple level of redundancy independently
and to decompose one safety model of a complex system into
multiple smaller models.

The reduction is used to estimate the rate of a double fault
in the Two-out-of-two system that is used as the safety model
of the railway station signaling and interlocking equipments.

The double fault rate of the Two-out-of-two system is
7.82 x 107 per hour, so the system with parameters presented
in Section IV-D does not meet Safety Integrity Level 4. A
double fault must be taken into account in this case, but the
reduced model can be used when the complex system built
from Two-out-of-two modules is created. The double fault rate
may be decreased using additional redundancy, so a double
fault might be neglected in such complex system safely. The
rate of a double fault of such complex system can be calculated
by Fault Tree Analysis or hierarchical models.

The reduction procedure will be improved to support
multi-hazard systems. The multi-hazard system can fail in
more than one way (e.g. a diode that may be opened or
shorted). Different failure types may cause the different behav-
ior of the system, so they cannot be merged. This improvement
will allow us to create the detailed models of large complex
systems and to simplify them safely in accordance with Czech
and European standards.
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